Virtru Data Protection Gateway
Automatically protect data before it leaves your network and maintain control wherever it goes.

Virtru Data Protection Gateway enhances your security posture by adding a layer of data-centric
protection to emails and attachments generated by CRM, helpdesk, and custom applications
and unprotected endpoints. Seamless integration with your existing infrastructure and
fully-hosted deployments make administration painless and reduce time to value.
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Keep Your Emails Private, Compliant, and Secure
• Maintain privacy and compliance wherever emails
are shared by encrypting messages and attachments
before they leave your network.

• Keep control of protected emails and attachments
with access revocation, expiration, disable forwarding,
and attachment watermarking.

• Protect messages sent from Salesforce, Zendesk, and
other SaaS, helpdesk, or custom applications, without
disrupting existing processes.

• Enable seamless external recipient experiences that
don’t require new accounts, passwords, or software
installation.

• Enforce Data Loss Prevention (DLP) policies with
predefined or custom rule sets to scan email and
attachments, then detect and protect sensitive data.

• Support rapid time-to-value and reduce administrative
overhead with fully-hosted deployments and seamless
integrations with existing mail flow infrastructure.
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Supported Workflows

• Outbound encryption protects emails and files before
they leave your domain to ensure communications
stay compliant, private, and secure.

• Outbound decryption and archiving allows emails
to be copied and sent to archives to support eDiscovery
and audit reporting processes.

• Inbound decryption enables plaintext scanning by an
application or MTA before it enters your domain for
anti-malware, anti-spam, and content compliance.

• Inbound encryption secures PII and PHI within
incoming messages sent from patients, customers,
and partners, to ensure compliance.

“Virtru helps us maintain HIPAA compliance within new and existing
communication platforms, while providing an incredibly easy experience for our
patients. Our Virtru integration with Salesforce Health Cloud supports seamless,
secure exchange of PHI without interrupting existing processes.”
- Steven Schwartzberg, IT Director, Tribeca Pediatrics
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